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25 28 5
BT AR G AR o E AR TR R o R - T TR
X EFW ) % TCP Ports 7000

New Application Port Profile

Name * 0| RDP-SERVERDT |

Description

o ‘ Custom-ROP for SERVEROI

ADD PORT PROFILE

Protocol Ports
TCP 7000

Ports separated by comma

DISCARD

TG ] 5 E - 1P a B ECA 3T HTTP FRAH
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L2 VPN

nEn ==
—HEE

=
EEEE

EE2iE
FZaERs

I P £ I

2R 27
= = External IP
Name: ﬁia?] rETR AR L AL IP: %3 Allocated Ips N F (AR5 ¢ 3)

New IP Set X
Mame * External IP
Description
s
IP Addresses Enter an [Pv4 or IPvE address, range or CIDR (D)
113.196.11
4 UNDO
DISCARD SAVE
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RERE R
3= > Source IP
Name: @?] N TR AR AL 1P ﬁ% x FR3IRFRIP
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e
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Admin

Scale Groups

I NEW SCALE GROUP I Q. Search Scale Groups

testo

& Enabled
AKOOOOO1_VWDC
CAOOO0003_02-we

ctive VMs T(Min 1 - Max 3)
es 2 (2 conditions)

vSAN Default Stora
AKOOOOOI_EXT_NK

DETAILS ACTIONS

A2 A 28 2
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i B~ Host VDC( % = %ha¥L) » ﬁi%J R LA BB Rl B B R

Create Scale Group
> 1 General Settings

o vo [romooo vor |
Group Name | et |
Group Description
Min vMs 1
Max vMs 2
2.  Application Settings
3. Network

%iﬁ?‘ﬁﬁ? 3:
EB g A VMo 355 3R F R E PR

B

Create Scale Group
I > @ General Settings
> 2. Application Settings
VM Name vApp Template Catalog os
| ©  cAc00003_02-web-phe AKOBOOOT-web-php JOTS— centos 7 ea-bit
UDUNTL-2004-kube-v1 212 UBUNTU-2004-Kube-v1 21 2+vmw taznzu-cse-catalog Ubuntu Linux (64-bit)
UBUNTU-2004-kube-v1 22 ¢ UBUNTU-2004-kube-v1.22 S+vmw taznzu-cse-catalog Ubuntu Linux (64-bit)
s VM Tempiates
Storage Policy vSAN Default Storage Policy (De I
3 Network
= .
A2 R A 28 4
N E A" 3k S
Network :Z B~ % ¢F e+ XXXX_EXT_NK > Bh:F & =
Create Scale Group
I > @ General Settings
I > @ Application Settings
> 3 Network
I have a fully set-up network
Network * AKOOOOOT_EXT_NK
2 5 7 5
;\;45 < P
Task Rule Status Start Time Completion Time
# Create ) Completed 09/01/2022, 09:36:02 AM 09/01/2022, 09:36:02 AM
L Grow(+1 VM) Initial grow ) Completed 09/01/2022, 09:36:03 AM 09/01/2022, 09:45:22 AM
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Running test6-90cad19a-c722-4184-bad9-1cbeec8edBd2-5535392e-f786-48a6-be54-4cf408fO66461( .
Composed testé-90cadl9a-c722-4184-bad9-1cheecBedid2-55a5a92e-786-48a6-beb4-4cf408f0664

Grow Scale Group testo(b978aaba-f4f8-459f6-abef-e622eebe9226) {"name""Initial grow","message"._.

(&) Succesd..

() Succead..

(&) Succead..

2 5 # 2 6:
o2 A W

testt
Status ) Enabled
OrgWvDC AKDOOO001_WDC

CAQOODOZ_02-we..
1(Min 1 - Max 3)

Rules 2 (2 conditions)

Network AKOOODOI_EXT_NK

DETAILS| ACTIONS w

vSAMN Default Stora..

2R 28 T
BEERR iz]t e

< All Scale Groups
testd  omew

General

:lwes Rules
Virtual Machines
Monitor

# Name Behavior
» up Grow
» 2 down Shrink

VMs

Cooldown Conditions

1 min 1

Tmin 1

A2 7 A 28 8

% KB RER LA AE G F 0 VM ERR R g~ f CPU R Y F i

ﬂi&@ﬁ%%k%@%ﬁéVM
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Add Rule

General

Name *

scale up

Behavior Shrink

Conditions

Conditions in a rule are grouped by an AND operator

ADD CONDITION

Avg. Utilization CPU usage

Condition

egual to

Number of VMs *

Cooldown * 10 @
Amount 20 %
Duration 1 min

PR g~ f CPU i % it 7

Add Rule
General
Name * scale down Number of VMs * 1
Behavior Grow Cooldown * 10 @
Conditions
Conditions in a rule are grouped by an AND operator
ADD CONDITION
Avg. Utilization CPU usage Amount 30 %
Condition lower or equal to Duration 1 min
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- teste DELETE

General . .
Rutes Virtual Machines

L ~ Template Detalls - CAOCOOO3_02-web-phi
FASITOT

rMemaory

paas1 61a am
%i/[g‘ i/ 5/&?4 10
< All Scale Groups
= test6 | oewete
General
Rules
Task Rule Status Start Time Compietion Time
Virtual Machines
Monitor @ create ©@ completed 09/01/2022, 09:36:02 AM 09/01/2022. 09:36:02 AM
1 Grow(s1 VM) Initial graw © completed 09/01/2022, 09:36:03 AM 09/01/2022, 09:45:22 AM
N Grow(s1 VM up @ completed 09/01/2022, 09.59:41 AM 09/01/2022,10:01:26 AM
7 Grow(s1 VM up © completed 09/01/2022, 10:04:49 AM 09/01/2022,10:20:33 AM
Shrink(-1 VM down © Completed 09/01/2022, 10:25:27 AM 09/01/2022,10:25:57 AM
Shrink(-1 VM) down © completed 09/01/2022, 10:30:36 AM 09/01/2022, 10:35:09 AM

2R ¥ 28 11
boF ¥ - SLB FRARE T
¢ 4 SLB IRFH
Edit SLB pools to add auto scale member
Edge Gateway - AKOOOOO1_ESG
Firewal DHCP NAT Routing VPN SSL VPN-Plus Certificates Grouping Objects Statistics Edge Settings
Global Configuration Application Profiles service Monitoring Application Rules Virtual Servers
Pools
[ + x ] [ SHOW POOL STATISTICS
Pool ID Name Algorithm Meonitor ID
pool-1 HTTPS round-robin monitor-3
pool-6 XForwardTest round-robin monitor-2
round-robin maonitor-1

pool-3 autoscale_web
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25 2R 13:

Edit pool to add members

Edit Pool

Transparent ()

Members

L+ JjLe =]

En.. Name IP Address We... Mo.. Port Min Conn.. Max Conn...
test0601 1010.0.101 1 B0 80 0 0
v test0G02 1010.0104 1 80 80 0 0
v test0603 1010.0105 1 80 80 0 0

25 % 2 14:

add members name and IP, port

Edit Member

Enaoiea (_) .
Name * test0&0!

IP Address * 10100101

Port 30

Manitar Port a0

Weight * 1

Min Connections 0
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B0
VMware Cloud Director

TEREA

#/ SINGLE SIGN-ON B A

I FEEEREREASTERA ]

% BB email b % 3~ TRPFIE %
7y

FAREASTONE

KR email NSBABRBESZ. oo e
MEMFARATA
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* 2% 2 & p {74 % Authenticator AP > i & App A 11 F 3

,

B~ - XM ERFEEF = o Device Name :ﬂig?l aH S EE

4 SREREREBERREATIRES

1. EFHEE <a href="hups:/ifedorahosted.orgifreeotp/”

target="_blank"=Free0TP</a> 5 Google Authenticator. EREEHETL!
£ <a href="hups://play.google.com">Google Play</a=> ] Apple App
Store#E.

FreeCTP

Google Authenticator

2 EERARE _BEAEE A —E

Unable to scan?

3. A EREHE S HER

Provide a Device Name to help you manage your OTP devices.

—RIE5RAES *

Device Name

A
A TEB SN ERMATMES

=i
£
&

— =
—/

it
2y
£}
&

AR #EFTA Copyright © Far EasTone
Telecommunications Co., Ltd. All Rights Reserved.
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TV ~* 2 tenant

W= {
] aw & O &(Es

VMware Cloud Director

AN )

S /)
NN vt /N

€\ & E SINGLE SIGN-ON 2 A
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ﬁ%%ﬁﬁ%%i%%

FAREAS TONE ~

===
EEMFARAFEA
BEEE
(
2%
ZA

0800-058-885 (£5)
EEFHER83(ER)
THEER 449-5888 (MEHR)

*mESEEN C FEBTENM 02

FAR EASTDNE;

= |55

—RIERIR

( ]

0300-058-885 (R E)

EEFHRES 88 (RE)

T5E & 440-5888 (FAsEETE)
*HEEEESIEE - FESITEmoz
EZEESS >
EEEEREFACopyright © Far EasTone
Telecommunications Co., Ltd. All Rights Reserved.
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Appendix %tét:
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A. &2 &7 iB A5 ~ Remote Console (VMRC)

Internet Explorer:
3 4¢ https://portal.akcloud.fetnet.net/tenant/ & 7% = % 5%

& https://fetvmware.vmcloud.fetnet.net/tenant/ & s* = Y5 & 13 T e sk p

AL
# (1 2] > P [RRerREa]

°@|E hitps.//portal.akeloud fetnet net/loginfloginse © + @ & H & BEEE VMware Cloud .. % ‘ [1'|

=0
3 B (100%)
e E2H(9
m VMware Cloud FRARIERER
i BETHMN) Ctrl+J
Director )
F2ERASTEQD
EREERESELEA EEIBHERG)
AEERERTE
EREEE
=E
2A
A2 P 3R 2

F [% 2] > 2 [Rizaiest] > 3 [R]
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EEEESE ==
1
B AR E R

EbEaHREET R TERRE -

@ & (/|0

i iﬁ&ﬁﬁ%nﬁfﬁ | ps i (el i

SRR, &
Hub
4 hEEiﬁ‘Eﬁﬁ'ﬁﬁﬁ =T EREERNEES uj

m

h 4
iEElRE S B -
BRI R (L)
=H]}
HEn=
- EEWEITE  HEE—T [ ‘T %
- EEEREEDT T MaER]-

BRI B R EEEN 52 -
CIRAE s, m oy ouwRC.. | | BREa0) |

[ BFSEMERSRERSRAR) |

[ ®e [ ®A ][ =Aw

25 2 3:
ﬁi;'l » https://portal.akcloud.fetnet.net s https://fetvmware.vmcloud.fetnet.net » #X
fe4 [A73 ]

r S

=

i
FH
&
i
i

f ARk bL i R B 3 ERRES - E RS R PR A L &
iRz T -

HEE RS R R i T
https://portal.akcloud fetnet.net [%%T

Rty (W):
10181111 - TEMRED
10,181,121 (W
1068.78.158
1068 78.159
10.68.78.170 i

LT i P RIER A R (a AR aRRR R (hitpsiE)
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B. & AEMNTP [ R pF =3 24
@iy JRrE R SRRy 5% s &2 NTPL 88 {7 & p*

tock.stdtime.gov.tw

watch.stdtime.gov.tw
time.stdtime.gov.tw
clock.stdtime.gov.tw
tick.stdtime.gov.tw
NTPR PEH 1T S B 4o T 3P .
A.Windows:
MERERERY &4 FIE(CMD)R 7T 73 £
1.3 T_F 9 2. NTP Server
w32tm /config /update /manualpeerlist:stdtime.gov.tw
287 R
w32tm /resync
B.Linux:
CentOS
L% Entp £ 2

CentOS:

S sudo yum install ntp -y
Ubuntu:

S sudo apt-get install ntp ntpdate
i * ntpdate 47 £ i@ 4% ntp FIREF % =7

S sudo ntpdate time.stdtime.gov.tw
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7-zip % — 4% * ¢hFreeware

T % ¥ fe:https://www.developershome.com/7-zip/
de 3k 15 0 51

Encrypting Confidential Data
Browse to the file, files or directory that you wish to encrypt and select them.

Documents library

I-Dp

Name

|#] Confidential Data.docx

Date modified

27/08/2010 16:01

Type

Right click on the selected items and then select 7-zip -> Add to archive...

Documents library
-2

Name

Date modified

ype

=] Confidential Data.docx R reiexzoft Ctfice 0 K8

Open
Ede
New
Print
Edit with HHD Hex Editor Neo
7-Zp » Open archive

" Ed with Notepade« Extract files..
Open with » Extract Here
Scan with Sophos Anti-Virus Extract to "Confidential Data\"
Show Versions.. Tout aschive
Always avaidable offline Add to archive...
Sync » Compress and email...

Restore previous versions

Sendto ' _

Add to “Confidential Datazip”
Cut Compress to "Confidentisl Deta.zip” and emead
Copy [

Add 10 "Confidential Deta 72"

Compress to “Confidential Data.72" and email

M;crro:cﬁ éfﬂce -

Size

0 KB

Arrange by

It is recommended that the following options are selected.

Archive format: 7z
Encryption method: AES-256
The password must conform to the University Password Policy
Encrypt file names (not available for zip archives)
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You should then have a compressed and encrypted archive of your data.

Documents library

7-2p

Nome Date modified Type Size

L_l_l: Confidential Data.7z 27/08/2010 16:11 71Z File 1KB
@ Confidential Data.docx 27/08/2010 16:01 Microsoft Office ... 0KB
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D. #riF R o B ITAF 2

AtlaaSIRFchE > BB RS WEHRBT SOFRE 2 RA B R f A
FARBATIFE2IL Y TR 2REFE 0 £ F 270V BRAEMB T
Bt Rardlfw - BEER P ¥ REZ A7 (patch) - T EFE - SRHE
TR R B 3 PR ERRP LR g R RBR R
BREATRBY C LAREL BREH R PAR RS L RPE

WY HEIEBERGNFIR > ZRE TP INPMPLELAILPHIETR 4o
N-ISAC : https://www.nics.nat.gov.tw/VulnerabilityNews.htm?lang=zh

TWCERT/CC : https://www.twcert.org.tw/tw/Ip-132-1.html

Hc#rc F % : https://portal.msrc.microsoft.com/en-us/security-guidance

T X ABFIRE H ¢ https://blog.trendmicro.com.tw/

iThomeF % : https://www.ithome.com.tw/security
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E. #F+H 1% frdf B IRF 778 ] ~ #3 8 fo > E (Scope,

characteristics and location of business relationship and
services offered)
BOZRFERB A B2 E X REenF R u%“ o 3EF R BRIEE e B iR
HUFHUPRFORFILERR > " UBEF L2 5 enivE J 0t Jivge
(Windows ~ Linux) > 4 &3 i R HE R > ﬁ'#-ﬁ#f SRR - BUE - g
T2 BT REP  BEEE S A ANT2OAH R THIRBAF eV L%
B o

BATRF KRB PAHRSTIRI(aaS)r 2R EEFES AT RHEE L eh

Fo FULHILIRWELNREFTRTAERS  RPRETEFAI2EHE R
ROFR P WEN AP PE ) TR IR WELPEIRT
*wﬁ@ﬁi”im#% Bt BRTRRAIBEERAE 3 AR 8
A SRRz RETY RELELEY 2 Fhtat R E2H {?‘-}Jrﬁf#
¥ RBERIBORE S S HHRT PREART SN 2 hEHEER
i o
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F. Z:#% 7 # % 2 & &(Information Security Requirement)

a. RGTRE N pRIrES ’ﬁtiﬁ@%%ﬁﬁ*’#ﬁ: R FHX
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FH A% D F &L KT/ (Shared Security Responsibility
Model, SSRM)
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F 2z &g 7 L4 5 (Cloud Customer Change Management

Process)
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aFestfc F R4y # (Logging and monitoring capability)

E BT hEH R R R P SEe s 0 DR IT AL
wik g & [k * kdr]e
BT RE R R TR > B AR AL B

i*
# & [VM »zit & #( vCloud Director )] »

65|71



FET Cloud User Guide v1.9

J. F% F M ind $7 £ 2 (Incident management and

communication procedures)
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K. 7£#% # 7/(Audit rights)
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M. jR7#.# it (Service termination)
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N. 7 3 it/ o7 4 & K(Interoperability and portability
requirements)
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O. g # % #(Data privacy)
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